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Greenwich Library (the “Library”) is commi6ed to protec9ng the privacy of all library patrons, other 
users and donors (collec9vely, “users”).  This commitment is based on applicable law and on the ethics 
and prac9ces of librarianship.  In relevant part, Connec9cut law (General Statutes of Connec9cut, 
Chapter 190, Sec9on 11-25) provides that:  
  

 ● [R]ecords maintained by libraries that can be used to iden6fy any library user, or link any user 
to a library transac6on, regardless of format, shall be kept confiden6al, except that the records 
may be disclosed to officers, employees and agents of the library, as necessary for opera6on of 
the library.  
  
● Informa6on contained in such records shall not be released to any third party, except (A) 
pursuant to a court order, or (B) with the wriFen permission of the library user whose personal 
informa6on is contained in the records.  
  
● No provision of this [law] shall be construed to prevent a library from publishing or making 
available to the public sta6s6cal reports regarding library registra6on and use of library 
materials, if such reports do not contain personally iden6fying informa6on. 

In furtherance of the Library’s commitment to privacy and confiden9ality, it aims to collect and use 
informa9on from and about its users only as required for proper opera9on of the Library and in order to 
deliver Library services to users.  In addi9on, the Library only retains such informa9on in accordance 
with the Library’s guidelines for so long as needed to sa9sfy the intended use of such informa9on.  Any 
Library record or other informa9on collected by the Library is only subject to disclosure pursuant to a 
court order or as otherwise authorized by applicable law. 

This Policy explains what informa9on the Library collects from or about users and how that informa9on 
is used and shared.  Users can request addi9onal informa9on regarding the Library’s use, reten9on, 
sharing, and disposal of their informa9on by contac9ng the Library staff at h6ps://
www.greenwichlibrary.org/forms/contact-library-management/ or at a Library loca9on. 
  
Data Collec6on 

The Library collects informa9on about users directly from users, from automa9cally-collected network 
logs, and through cookies.  In addi9on, some informa9on may be retained in backup storage systems, 
hard copy form, or as required by law. 

Informa9on collected about a user may be de-iden9fied and aggregated with informa9on collected 
about other users such that the informa9on cannot be used to reasonably iden9fy any individual user.  
Among other things this aggregated informa9on helps the Library to provide and improve Library 
services, analyze usage, provide security, support donor outreach, and iden9fy new users of Library 
services. 
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Users can manage most of their informa9on within their registered user account or by contac9ng the 
Library staff at (203) 625-6524, lendingservices@greenwichlibrary.org, or at a Library loca9on. 

User-Provided Data 

Depending on the user’s engagement with the Library and its services, the Library may collect the 
informa9on described below from users.  Such engagement includes: registra9on for a Library card or an 
online user account, requests for or borrowing of Library materials, email queries rela9ng to the Library 
and its services, dona9ons to the Library, and par9cipa9on in Library programs or events.  With respect 
to a user’s Library account, users are responsible for keeping their informa9on accurate and up to date.  
Below are examples of informa9on that users provide to the Library: 

• Personal Informa6on that can personally iden9fy a user, such as a user’s name, physical address, 
email address, phone number, patron barcode, payment informa9on and linked account 
informa9on and other similar informa9on. 

• Residency/Employment Informa6on, including a copy of government-issued iden9fica9on or 
other proof of residency, reviewed (but not retained) to verify eligibility for access to Library 
services and materials. 

• Login Creden6als, including username, password and set of personal ques9ons that are 
provided as part of the process to create an online account. 

• Library Records containing personal informa9on rela9ng to a user’s use of the Library’s 
materials, and par9cipa9on in Library programs or events. 

• Shared Content created by users, such as book recommenda9ons, that they choose to make 
public on the Library’s website and social media accounts or their Bibliocommons accounts. 

The Library does not collect the informa9on listed above without user consent.  The Library maintains 
any such informa9on confiden9ally, and does not sell, license, or disclose personal informa9on to any 
third party without user consent, except on a confiden9al basis to an agent working under contract with 
the Library or as required by law. 

Automa6cally-Collected Data 

When users u9lize the Library’s services, including its website, mobile applica9ons and booking calendar, 
the Library’s computer servers automa9cally capture and retain data regarding such usage.  Below are 
examples of informa9on that the Library collects automa9cally on an anonymized basis (i.e., the user’s 
personal informa9on is not included): 

• User’s Internet Protocol (IP address) 
• User’s loca9on 
• Device data including hardware address and type of device 
• Web browser used 
• Date and 9me of access 
• Website used before arriving at the Library’s website 
• Pages viewed on the Library’s website 
• Certain searches/queries conducted 

Users are encouraged to consult the Library’s Use of Digital Resources Policy for addi9onal informa9on 
regarding use of Library computers or the Library’s wireless internet connec9on. 

Cookies 
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Cookies are small data files generated when users access the Library’s website, as well as any third party 
sites linked to our website, to provide users with a personalized and oden simplified online experience.  
Such websites use cookies to verify that a person is an authorized user in order to allow access to 
licensed Library resources, to customize web pages to that user’s specifica9ons, and to analyze how 
visitors use the websites.  Users may disable cookies by changing their browser seeng, but should note 
that por9ons of websites may not func9on well in that case. 

Data Usage 

The Library’s use of personal informa9on will vary depending on the type of services accessed by such 
user.  Below are some examples of ways in which the Library u9lizes the user’s informa9on described in 
“Data Collec9on” above to provide services. 

• Personal informa9on and residency, employment or school verifica9on are used to issue Library 
cards and to provide access to the Library’s Innova9on Lab. 

• Login creden9als, library records and shared content are used, in accordance with the 
instruc9ons you provide and the preferences you establish, to enhance or personalize the 
Library’s services. 

• Library records are used to maintain the Library’s collec9on and to manage payment of users’ 
fines and fees. 

• Personal informa9on, login creden9als, and residency verifica9on are used to provide access to 
e-books, audio books and other digital materials. 

• Personal informa9on is used to further engage with the users through outreach, advocacy, 
marke9ng and fundraising campaigns on behalf of the Library. 

• Personal informa9on and library records are used in connec9on with mee9ng room use and 
program and event a6endance. 

• Cookies are used to collect informa9on about user ac9vity, browser, and device in order to 
provide Library services.  

Library staff may access personal data only for the purpose of performing their assigned Library du9es. 
The Library’s internal policies prohibit staff from disclosing any personal data collected from users to any 
other party except to the extent necessary to fulfill a user’s service request, where required by law, or 
otherwise with the user’s consent. 

Data Sharing 

In connec9on with providing services to users, the Library may share user’s informa9on with third-
par9es as follows: 

• As required by law: Any Library record or other informa9on collected by the Library is subject to 
disclosure pursuant to a court order or as otherwise authorized by applicable law. 

• Shared content: Users may choose to share content, such as book lists and recommenda9ons, 
through the Library’s online services, in which case such informa9on will be publicly accessible. 

• Services providers: The Library maintains licenses with a variety of third-party service providers 
to provide e-content and databases to users through Library computers or the Library’s website.  
The Library seeks to ensure that its agreements with such service providers reflect the Library’s 
policies concerning privacy and confiden9ality.  In addi9on, the Library provides limited 
informa9on that authen9cates a user as a Library patron.  Nevertheless, users must be aware 
when accessing third party sites they are subjec9ng themselves to the privacy policy and 
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prac9ces of such sites and the Library is not responsible for how the third par9es collect or use a 
user’s informa9on.  The Library encourages users to review the privacy policies of all third-party 
providers. 

• Fundraising and Marke6ng Outreach: The Library will from 9me to 9me send requests to 
support the Library to users who have expressed interest in the Library’s programs or services.  
The Library does not sell or license informa9on about its users or donors nor does it send donor 
solicita9on mailings on behalf of any other organiza9on. 

  
Minors’ Data 

The Children’s Online Privacy Protec9on Act regulates online collec9on of informa9on from children 
under the age of 13.  The Library uses filtering sodware on its computers to restrict access to certain 
types of sites based on the Children’s Internet Protec9on Act guidelines.  Parents and guardians of 
children under the age of 13 may view their children’s Library records.  Parents and guardians of children 
between the ages of 13 and 17 (inclusive) may also view their children’s Library records, but require their 
children’s consent.  The Library may require parents and guardians to sign consent forms for the 
collec9on of informa9on about their children before they gain access to op9onal programs and services, 
such as enrolled programs. 

The Library may partner with third-party services to provide educa9onal content for children online.  
Parents and guardians should review those services’ privacy policies before permieng their children to 
use them.  Such services may require parental or guardian consent for use by children.   

Security  

The Library has physical, electronic, and administra9ve measures in place to prevent unauthorized access 
to the informa9on collected.  Although these measures are designed to be effec9ve, the Library cannot 
assure that such measures will func9on as intended.  Users are cau9oned that any electronic 
communica9on u9lizing the internet or a wireless network is subject to unauthorized intercep9on. 

General  

By visi9ng a Library loca9on, using its services, using the Library website, downloading the Library’s 
mobile applica9ons or content, or dona9ng to the Library, users are deemed to have agreed to this 
Policy.  The Library may update this Policy from 9me to 9me, and will no9fy users by pos9ng the updated 
Policy to its website, by sending users an email or by some other means.  Users also agree to let the 
Library use email and postal addresses to communicate about Library programs, services, events, 
fundraising efforts, and more. 

Replaces Privacy and Confiden9ality Policy  
Adopted November 5, 2013
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